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About this Manual

This Manual is applicable idMS4200 Client Software

The Manual includes instructions for using and aging the product. Pictures, charts, images
and all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please firttie latest version in the company website
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Please use this user manual under the guidance of professionals.
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INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESRUFTEBN, OR LOSS OF DATA OR DOCUMENTATION, IN
CONNECTION WITH THE USE OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLI
AT YOUR OWN REKHIKVISION SHALL NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL
OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKE
ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WIL
PROVIDE TIMELY TECHNICAL SURPREQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOU
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORM
THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THATISHIS PRODUCT

USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATER PREVAILS
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Chapter 1 Overview

1.1 Description

iIVMS4200 is aversatile video management softwaréor the DVRs, NVR# cameras encoders
decoders VCA devicealarm host.etc. It provides multipldunctionalities, includingeaktime live view,
video recording, remote search and playback, file back@m receivingetc., for the connected
devicesto meet the needs ofmonitoringtask With the flexible distributed structure and easy-use
operations,the client software is widely applied to the surveillance projects of medium or small scale.
This user manual describes the function, configuration and operation steps of4¢MBsoftware. To
ensure the properness of usage and stability of the softwplease refer to the contents below and
read the manual carefully before installation and operation.

1.2 Running Environment

Operating $stem: Microsoft Windows XRWindows 2003 (32-bit), Windows 7/ Windows 8 /

Windows 8.1/ Windows Server2008 (32-bit or 64-bit), Windows Server 2008 RZ Windows Server

2012 (64bit)

CPUlntel Pentium 1V 3.0 GHz or above

Memory: 1G or above

Video CardRADEON X700 Series or above

GPU:256 MB or above

Notes
For high stability and good performance, these above system requirements must be met.
The software doesot support 64bit operating system; the above mentioned-6# operating
system refers to the system which supportstdRapplications as well.

1.3 Function Modules

Control Panel of iVM&200:
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File System View Tool Help

== Control Panel ' Remote Playback

Operation and Control

Maintenance and Management

m Hin i P— - o

Data and Statistics

@

@ 5 B #» Line Crossing Detection Alarm

8 Storage Schedule

iVMS-4200 root @ 0 BN 17423 & - o x

[ counting i Device Management A rRomatEmc -

Menu Bar:
Open Captured picture | Search ad view thecaptured picturestored on local PC
File Open Video File Search and view the video files recorded on local PC.
Open Log File Viewthe backuplog files.
Exit Exit the iVMS1200client software
Lock Lockscreen operatior Log in the client again to unlock.
Switch User Switchthe login user
System — - - —
Import SystemConfigFile | Import client configuratiorfile from your computer.
ExportSystemGonfig File | Export client configuratiofile to your computer.
1024*768 Displaythe window at size of 1024*768ixels
1280*1024 Displaythe window atsize 0f1280*1024pixels
1440*900 Displaythe window atsize 0f1440*900pixels
1680*1050 Displaythe window atsize 0f1680*1050pixels
: Maximize Displaythe window inmaximum mode
view Control Panel Enter Control Panel interface.
Main View OpenMain Viewpage
RemotePlayback Open Remotélaybackage
Emap OpenE-mappage
Auxiliary Screen Preview | Open Auxiliary Screen Preview window
Device Management Open the Device Management page.
Event Management Open the Event Management page.
ool StorageSchedule Open theStorageSchedule page.
AccountManagement Open the Accounvlanagement page.
Log Search Open the Log Search page.
System Configuration Open the System Configuration page.
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Broadcast Select camera to start broadcasting.

Device Arming Control | Set the arming status of devices.

Help

I/O Control Turn on/off the alarm output.
Batch Wiper Control Batch starting or stopping the wipers of the devices.
Batch Time Sync Batch time synchronization of the devices.
Player Open the player to play the video files.
Message Queue Display the information of Emailessage to be sent.
Open Wizard Open the guide for the client configuration.

Open Video Wall Wizard | Open the guide for theideo wallconfiguration.

Click to open the User Manual; you can also open the

User Manual (F1) ,
Manual by pressing Fin your keyboard.

About Viewthe basidnformation of the client software

Selectthe language for thelient software and reboothe
Language ) i
softwareto activate the settings

Note: The Open Video Wall Wizaitem only displays when Decoding Device is enabled for adding to

the client.For details, please refer t€hapter 12ecoding and Displaying Viden VidedWall.

TheiVMS4200 client software is composed the followingfunction modules:

D222

g

‘%
[ ]

it

P I s

SIRS. |

2 |

E 3

The Main View module provides live view of network cameras and video encoders
supports some basic operations, such as picture capturing, recording, PTZ control, €

The Remote Playback module provides slearch, playback, export of record files.

TheVideo Wallmodule provides thenanagemenif decoding device and video wall ar
the function of displaying the decoded video on video wall

The Emap module provides the displaying and managemeriofaps, alarm inputs, ho
regions and hot spots.

The Device Management module provides the adding, modifying and deleting of diff
devices and the devices can be imported into groups for management.

The Event Management module provides the sefsirof arming schedule, alarm linkay
actions and other parameters for different events.

TheStorageSchedule module provides the schedule settings for recordimpictures

The Account Management module provides the adding, modifying and deletinger
accounts and different permissions can be assigned for different users.

The Log Search module provides the query of system log files and the log files «
filtered by different types.

The System Configuration module provides tmmfiguration of general parameters, fil
saving paths, alarm sounds and other system settings.

The Heat Map modulprovides thedisplay of the heat map statistics.

The People Counting modulgrovidesthe display of thepeople countingstatistics.

The Counting modulprovidesthe display of thecountingstatistics.




User Manual of iVM8200

- The Road Traffic module provides the displathefroad traffic data.

_ VCA Search for Picture module providee query of the picture of face, license plai
g numberand behavior analysis.
Note: The Video Wall module only displays when Decoding Device is enabled for adding to the client.
For details please refer taChapter 12Decoding and Displaying Viden Videowall.

Thefunction modulesare easily accessed byatiingthe navigation button®n the control panelor by
selecting thefunction modulefrom the View or Toolmenu.

You can check the information, including current user, network usage, CPU usage, memory usage and
time, in theupperright corner of the main page.

1.4 Updatesinstruction

Multiple newlydesigned functions are offereith the latest iVMS1200 client software. You can get a
brief viewof the updates instruction from the following contents.

SupportCreating New Passworfibr Devices

For some devices, you are required to create the password to activate them before they can
be added to the software and work properly.

Qupport Saving the Data of Heat Map

The data of the heat map devices can be saved to your PC for local etorag

Add CountingModule

You can check the counting statisticd the added countinglevice and the statistics can be
displayed in line chart or histogram.

Add Road Traffidiodule

If you add road traffic monitoring device, the captured pictures of the detected vehicle or license
plate can be searched and checked. Thigses are available fosearchingthe corresponding

B

pictures.

Add VCA Search for Picturdodule

When the connected elvice supports face, behavior and license plate seamh,can search the
relatedpicture and play the picture related video file
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Chapter 2 Live View

2.1 User Registration and Login

For the first time to us&/MS4200 client software, you need to register a supegrsr login

Note: If the port 80 of your PC is occupied by other service, a dialog box will pop up. You should
change the port No. to other value to ensute proper running othe software.

Seps:

1. Inputthe super user name and password.

2. Confirm thepassword.

3. Optionally,check the checkboEnable Auteloginto log irto the software automatically.

4. ClickRegister Then, you can log to the software as the super user.

Register Administrator

Please create a super user before proceeding

Super User: [| ]
Password:
Confirm Password:

Enable Auto-login

Register Cancel

E A user name cannot contain any of the following characters* ? a<>|. And the length of
the password cannot be less than 6 characters.

E  For your privacy, we strongly recommend changing the password to something of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters,
numbers and special characters) in order to increase the security of your product.

E  Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.

When opening iVM&200 after registration, you can logtd the client software with the registered
user name and password.

Seps:

1. Inputthe user name and password you registered.

Note: If you forget your password, please cliekrgot Passworcand remember the encrypted

string in the popup window.Contact yourdealer and send the encrypted string to him to reset

your password.
2. Optionally, checkhe checkboxEnable Auteloginto log irto the software automatically.
ClickLogin

10
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Login x

&£ |admin| v
(&

Enable Auto-login

Forgot Passward Login Cancel

After running the client softwarea wizard will pop up to guide you to add tkevice and do some
basic settingsFor detailed configuration about the wizard, please refer to Qaick Start Guide of
iVMS4200

2.2 Adding the Device

Purpose:

After running the iVMS4200Q devices including network camegavideo encodes, DVRs, NVRs,
decoder,etc., should be added to thelient for theremote configuration and management, such as
live view, playback, alarm settings, etc

Perform the following steps to enter the Device Adding interface:

1. Clickthe & icon on the contropanel

or clickTools>DeviceManagementto openthe DeviceManagement page.
2. Clickthe Servertab.
3. ClickEncoding Devicéo enter EncodingDevice Alding interface.

Note: Here wetake the adding of encoding device as an example.

£ gever @ Group

Organization Device for Management (16)

_ Add Device Modify 3 Delete | £ Remote Co... VCA Allocation ¥ QR Code Activate Refresh All  Filter
&8 EZVIZ Cloud P2P Device Nickname 4 |IP Device Serial No Security Resource Usa_ | HDD St~
£l Storage Server 2103 1721018149 DS-2DE2103-DE3/W20150211CCWR502722999 3 (=]

S BT R 2412 10161251  DS-2CD2412F-W20140118CCCHAS0047294 ¥ =]
2010 172.10.18.143 3 (=]
4026 172.10.18.140  DS-2CD2010FD-IR201501054ACHA97969971 Risky
4124 10.11.37.197 e
5220 172.10.18.150  DS-2DF5220S-D420150211CCWRA853420738 Risky o
7286 10.16.1.199 DS-2DF7286-A20141110CCWR481390655C Strong o
9664 10.16.1.13 1620141031AARR483862763WCVU o
Heat Map 1721021170 IDS-2CD6124FWD-IH20140808CCCHATS053350  Risky
IPC 01 10.16.2.64 o
Online Device (4) Refresh Every 155

Add to Client Add All Wodify Netinfo Reset Password Activate Filter
P ~ | Device Type Firmware Version Security ServerPort | Start Time Ac”
10.16.1.25 DS-KHB301-A V1.1.00uild 150401 Active 8000 2015-04-14 08:47:03 Ne

Encoding device:

DVRIDVSMNVRAPCAPD! VHS-4200 10.16.1.24 DS-KVB102-2C V1.1.0build 150401 Active 8000 2015-01-15 01:19:54 Ni| ‘

PCNVRIIVMS-4200 EncodeCard L

senver

You can add the device in the followingys:

By detecting the onlinealicesseeSection 2.2 Adding Online Devise

Byspecifying the device IP addressdomain nameseeSection 2.2.2dding DeviceManually.
By specifying an IP segmesgeSection 2.21 Adding Devicgby IP Segment

5

5

11
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ByIP ServerseeSection 2.5 Adding Devicgby IP Server.
By HIDDNS, seection 2.8 Adding Devicgby HiDDNS.
Batch Adding Devices, s8ection2.2.7 Batch Adding Devices

5

5

2.2.1 Creating the Password

Purpose:

For some devices, you are required ¢eeate the password tactivate them before they cahe

added to the software andiork properly.

Note: This functiorshould besupporied by the device

Steps:

1. Enter theDevice Management page

2. On the Device for Managemenor Online Devicearea check the device status (shown on
Securitycolumn)andselect an inactive device.

Online Device (4) Refresh Every 158

Add to Client Add All Modify Metinfo Reset Password Activate Filter
IP “ | Device Type Firmware Version Security Server Port | Start Time A |
192.168.1.64 DS-2DF7286-A ¥5.3.0build 150321 8000 2015-04-15 15:25:51 N(|_ ___|
10.16.1.231 Ds-2CD9131 W3.8.1build 141030 Active 8000 2015-04-15 15:55:15 M
10.16.1.25 DS-KHB301-A W1.1.0build 150401 Active 8000 2015-04-14 08:47:03 Mt -

Device for Management (13)

Add Device Modify 3 Delete Remote VCAAllo . 2 QR Code Activate Refresh All Filter
Mickname - P Device Serial Mo Security Resource Usa.. HDD St~
4124 Counting  10.11.37.197 ¥ (]
5220 172.10.18.150  DS-2DF52205-D420150211CCWR4853420738 Risky (a]
9664 10.16.1.13 1620141031AARR483862763WCVU ¥ [a]
Intersection 10.99.105.140  DS-9616M-ST1620130301BBRR407129395WCVU  Risky
TrafficIPC 172.10.21.202 ¥ (2]
Traffic Speed _ 10.10.38.155 iDS-TCS215-F520150227CCCH505266451B Risky (a]
7286 10.16.1.199 DS-2DF7286-420141110CCWR481390656C Strong [a]
IPD Traffic 172.10.21.180  iDS-2DF82231-A20141226CCCH4966812778 Risky
2412 10.16.1.251 DS-2CD2412F-IW20140118CCCH450047294 Risky [a]

IPC 01 10162 64 ¥ [a] I

3. Click theActivate button to pop up the Activation interface.
4. Create a password in the password field, and confirm the password.

STRONGPASSWORIRECOMMENDEDWe highly recommend you create a strong
passwordof your own choosing (using a minimum of 8 characters, including upper case
letters, lower case letters, numbers, and special characters) in order to increase the security
of your product And we recommend yoreset your password regularkgspeciallyin the

high security system, resetting the password monthly or weekly can better protect your
product.
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User Mame: admin
Password: ssssssse
Strong
Valid password range [8-16]. You can
use inati E
Confirm Password: ssssssss
OK Cancel

5. ClickOKto create the password for the devicA.GThe device is activatedwindow pops up
when thepassword is set successfully.

6. ClickModify Netinfo to pop up theModify Network Parameter interface.
Note: This function is onlgvailableon the Online Devicearea You carchange the device IP
address to the same subnet with your compuiéryou need toadd the device to the
software.

7. Change the device IP address to the same subnet with your computer by either modifying
the IP address manually or checking the checkbox of DHCP.

8. Input the passwordet in step 4and clickOKto complete the network settings

Modify Network Parameter x

MAC Address: c0-56-e3-8a-06-65 Copy

Software Version: V5.3.0build 150321 Copy

Device Serial No.: DS-2DF7286-A20141110CCWR481390656C Copy
DHCP

Port: 2000

~ IPvd(Dont Save)

IP Address: 10.16.1.233

Subnet Mask: 255.255.255.0

Gateway: 10.16.1.254
IPvE(Dont Save)

Password: Ty

oK Cancel

2.2.2 Adding Online Devices

Purpose:

The active online devices in the same local subnet with thetctieftware will be displayedn the
Online Devicearea You can click th&efreshEvery 15sbutton to refresh the information of the
onlinedevices.

Note: You can click  to hide theOnline Devicearea.

13
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Online Device (4) Refresh Every 18s

Add to Client Add All Modify Netinfo Reset Password Activate Filter
P = | Device Type Firmware Version Security Server Port | Start Time A
192.168.1.64 DS-2DF7286-A ¥5.3.0build 150321 Inactive 8000 2015-04-15 15:25:51 NC‘_J
10.16.1.231 D§-2CD9131 V3.8.1build 141030 Active 8000 2015-04-15 15:55:15 Mc

10.16.1.25 DE-KHE301-A V1.1.0build 150401 Active 8000 2015-04-14 08:47.03 MNe -

Seps:
1. Select the devices to be added from the.list
Note: For theinactive device, you need to create the password for it before you can thed
deviceproperly.For detailedsteps, please refer t8ection 2.2.1 Creating the Password
2. ClickAddto Clientto openthe device adding dialog box.
3. Input the required information.
Nickrame: Edit a name for the device as you want.
Address:Input the devic& IP address. The IP address of the deviobtained automatically in
this addingmode.
Port: Input the device porNo.. The default value 8000
User Nameinput the device user name. By default, the user nanaisin
Passwordinput the device password.

The password strength of the devican be checked by thefsware. For your privacy, we
strongly recommend changing the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order tocrease the security of your produéind we recommend you
reset your password regularlgspeciallyin the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.
4. Optionally, you can chedke checkboXExport to Goup to create a group by the device nanl
the channels oftie devicewill beimported to the corresponding group by default.
Note: iVMS4200 also provides a method to add the offline devices. Check the cheddubx
Offline Device input the required information and the device chanmalmber and alarm input
number and then clickAdd. When the offline device comes online, the software will connect it
automatically.
5. ClickAddto add the device.

14
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Add x
Adding Mode:
@ IPDomain IP Segment IP Server HIDDMNS Batch Import
Add Offline Device

MNickname: My Camera

Address: | 10.16.1.112

Part &000

User Mame: admin

Password: [ """ |

v Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Add Cancel

Add Multiple Online Device

If you want to add multiple online devices to thelient software click and holdCtrl key to select
multiple devicesandclick Add to Clientto open the device adding dialog bdr.the popup message
box, enter the user name anghsswordfor the devices to be added.

Add All the Online Devics

If you want to add all the online devices to thient software dick Add Allandclick OKin the popup
message baxThen enter the user name arhsswordfor the devices to be added.

Add x

Adding Mode
(@ IP/Domain IP Segment IP Server HIDDNS Batch Import

User Name: l|

Password:

~ Exportto Group

Create group with device IP

Add Cancel

Modify Network Information

Slect the device from the list, clickModify Netinfo, and then you can modify the network
information of the selected device.

Note: You should entetthe admin password the deviée the Passwordfield of the popup window to
modify the parameters.

Re®t Password

According to the different devices, the softwapeovides three different methodsfor restoring the
default passworar resetting the password

Slect the devicdrom the list, clickRegt Password

Option 1:

If the window withsecurity code &ld pops up, input the security code, and then you can restore the

15
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default password of the selected device.
Note: The security code is returned after you send the data and serial No. of the device to the

manufacturer.

Option 2:

If the window with import file and export file buttonops up perform the following steps to restore
the default password

1. dickExportto save the device file on your PC

2. Send the file to our technicahngineers

3. Clickimport and select the fileeceivedfrom the technicalengineer.

4. ClickOKto restore thedefault password of the device.

= The default password (12345) for the Admin account is fortfirat login purposes only. You

must change this default password to bettprotect against security risks, such as the
unauthorized access by others to the product that may prevent the product from functioning
properly and/or lead to other undesirable consequences.
For your privacy, we strongly recommend changing the passwasdneething of your own
choosing (using a minimum of 8 characters, including upper case letters, lower case letters,
numbers, and special characters) in order to increase the security of your product.
Proper configuration of all passwords and other secigdftings is the responsibility of the
installer and/or eneuser.

Option 3:

If the window with import file and export file buttons, password and confirm password field pops up
follow the steps below to reset the password:

1.

ok~ N

ClickExportto save the device file on your PC.

Send the file to our technicaingineers

Clickimport and select the fileeceivedfrom the technicalengineer.
Input new passworih text fieldsof Passwordand Confirm Password
ClickOKto reset the password

A\

The password strength of the device can be checked by dfftevare. For your privacy, we
strongly recommend changing the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your proAndtwe recommend you
reset your password regularlgspeciallyin the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.

2.2.3 Adding Devices Manually

Seps:

1. ClickAdd Deviceo open the device adding dialog box.

16
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2. SeleciP/Domainas the adding mode
3. Input the required information.
Nickrame: Edit a name for the device as you want.
Address:Input the devic& IP addressr domain name
Port: Input the device poriNo.. The default value 8000
User Nameinput the device user name. By default, the user nanaisin
Passwordinput the device password.

The password strength of the device can be checked byofhwase. For your privacy, we
strongly recommend changing the password to something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your prodndtwe recormend you
reset your password regularlgspeciallyin the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.
4. Optionally, you can check the checktgxport to Groupto create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.
Note: iVMS4200 also provides a method to add the offline devices. Check the chedédubx
Offline Device input the required information and the device chanmalmber and alarmriput
number, and then clickAdd. When the offline device comes online, the software will connect it
automatically.
5. ClickAddto add the device.

Add x

Adding Mode:
@ IP/Domain IP Segment IP Server HIDDMS Batch Import
Add Offline Device
Nickname: My DVR
Address: 10.16.1.22
Port 8000
User Name: admin
Password: ~  weess

+ Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Add Cancel

2.2.4 Adding Devices by IP Segment

Seps:
1. ClickAdd Deviceo open the device adding dialog box.
2. SeleclP Segmenas the adding mode.
3. Input therequired information
17
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Start IP:Input a start IP address.

End IPinput an end IP address in the same network segmétit the start IP
Port: Input the device poriNo.. The default value 8000

User Nameinput the device user name. By default, the user nanaisin
Passwordinput the device password.

A\

The password strength of the device can be checked byofhwase. For your privacy, we
strongly recommend changing the password to something of wewr choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your prodndtwe recommend you
reset your password regularlgspeciallyin the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.

Optionally, you can check the checkldexport to Groupto create a group by the device IP. All the

channels of the device will be imported to the corresponding groyiplefault.

Note: iVMS4200 also provides a method to add the offline devices. Check the chedédubx

Offline Device input the required information and the device chanmalmber and alarm input

number and then clickAdd. When the offline device comes lome, the software will connect it

automatically.

ClickAdd, and the device of which the IP address is between the start IP and end IP will be added

to the device list.

Adding Mode:
IP/IDomain 9 IP Segment IP Server HIDDMS Batch Import
Add Offline Device
StartIP: 10.16.1.5
End IP: 10.16.1.45
Port 8000
User Name: admin

Password: ~  weess
+ Exportto Group

Create group with device IP

Add Cancel

2.2.5 Adding Devicesby IP Server

Seps:

1. ClickAdd Deviceo open the device adding dialdmpx.
2. SelectlP Serveas the adding mode.

3. Input the required information.

Nickname:Edit a name for the device as you want.
18
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Server Addressnput thelP addressf the PC that installs the IP Server
DevicelD: Input thedevice ID registered on the ler8er.

User Nameinput the device user name. By default, the user nanaigin
Passwordinput the device password.

The password strength of the device can be checked byofhease. For your privacy, we
strongly recommend changing the passwordsamething of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your prodndtwe recommend you
reset your password regularlgspedally in the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.

Optionally, you can check the checkkxport to Groupto create a group by the device name. All

the channels of the device will be imported to tberresponding group by default.

Note: iVMS4200 also provides a method to add the offline devices. Check the chedédubx

Offline Device input the required information and the device chanmelmber and alarm input

number and then clickddd. When the offine device comes online, the software will connect it

automatically.

ClickAddto add the device.

Add x

Adding Mode:
IPiDomain IP Segment 9 IP Server HIDDMS Batch Import
Add Offline Device
Nickname My DVR.
Server Address 10.16.1.68
Device ID D3-2CD45P56715FRE55414555
User Name admin
Password: ~  eeeee

+ Export to Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Add Cancel

2.2.6 Adding Devices by HIDDNS

Seps:

1.
2.
3.

ClickAdd Deviceo open the device adding dialog box.
SelectHiDDNSas the adding mode.

Input the required information.

Nickname: Edit a name for the device as you want.
Server Aldress:www.hik-online.com

Device Domain Bme: Input the device domain nanregistered on HiDDNS server.
19
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User Name Input the device user name. By default, the user nanaeliain
Password Input the device password.

The password strength of the device can be checked byofhwase. For your privacy, we
strongly recommend changing the password to something of wewr choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your prodndtwe recommend you
reset your password regularlgspeciallyin the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.
4. Optionally, you can check the checktlexport to Groupto create a group by the device name. All
the channels of the device will be imported to the correspondjrmup by default.
Note: iVMS4200 also provides a method to add the offline devices. Check the chedédubx
Offline Device input the required information and the device chanmalmber and alarm input
number, and then clickAdd. When the offline device coes online, the software will connect it
automatically.
5. ClickAddto add the device.

Add x

Adding Mode:
IP/IDomain IP Segment IP Server @ HIiDDNS Batch Import
Add Offline Device
Nickname: My DVR
Server Address www hik-online com
Device Domain Name:  front door
User Name: admin
Password: ~  eeess

+ Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Add Cancel

2.2.7 Batch Adding Devices

Purpose:
The devices can be added to the software in batch by inputting the device information in the
pre-defined CSV file.
Steps:
1. ClickAdd Deviceo open the device adding dialog box.
2. SelectBatch Importas the adding mode.
3. dickExport Templateand save the preefined template (SVfile) on your PC.
4. Openthe exported template file and input theequiredinformation of the devices to be added
on thecorresponding column
Nickname Edit a name for the device as you want.
20
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Adding Mode You can input 0,,2or 3 which indicated different adding mode8.indicates that
the device is added by IP addressdmmain name;2 indicates that the device is added via IP
server, 3indicates that the device is addeth HIDDNS.

Address Edit the address of the devick.you set 0 ashe adding modeyou should input the IP
address or domain name of thdevice if you set2 as theadding mode, you should inptite IP
addressof the PC that installs the IP Seryvédryou set3 as the adding mode, you should input
www.hik-online.com

Port: Input the device poriNo.. The default value 8000

Device Information If you set 0 ashe adding modethis field is not required; if you set 2 as the
adding mode,niput the device ID registered on the IRrS8er, if you set 3 as the adding mode,
input the device domain name registered on HIDDNS server.

User Name Input the device user name. By default, the user nanaisin

Password Input the device password.

A\

The password strength of the device can be checked byoftwase. For your privacy, we
strongly recommend changing the password to somettohgour own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your prodndtwe recommend you
reset your password regularlgspeciallyin the highsecuritysystem, resetting the password
monthly or weekly can better protect your product.

Add Offline DeviceYou can input 1 to enable additige offline device, and therthe software

will automatically connect itwhen the offline device comes dime. O indicates disabling this

function.

Export to Group You can input 1 tareate a group by the device nanfeickname) All the
channels of the device will be imported to the corresponding group by def@uihdicates
disabling this function.

ChannelNumber: If you set 1 for Add Offline Devicaput the channel number of the devicéd.
you set 0 for Add Offline Device, this field is reqjuired

Alarm Input Number. If you set 1 for Add Offline Deviceput thealarm input number of the
device.lf you set 0 for Add Offline Device, this field is remjuired

dick " and select the template file.

Qick Addto import the devices.
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Add x

Adding Mode:

IP/Domain IP Segment IP Server HIDDNS @) Batch Import

File (*.csv): |

Export Template

Add Cancel

The devices will be displayed on the device list for management after added succe¥siuligan
check the resourceisage, HDD status, recording status, and other informatibthe added devices
onthe list.

ClickRefresh Alto refresh the information of all added devicéfu can also input the device name in
the filter field for search.

Select device fronthe list, click Modify/Delete, and thenyou canmodify/ delete the information of
the selected device

Slect device from the list, clidRemote Configand then you can do some remote configurations of
the selected device if neede@or detailed settings about theemote configuration, please refer to
the User Manual of the devices.

2.2.8 QR Codeof Encoding Devices

Purpose:

For encoding devices, the QR code of the devices can be geneMaedcanadd the deviceo

your mobile client softwardy using the mobile client software to scamé QR codeFor adding

the devices to your mobile client software, please refer to the User Manual of the mobile client
software.

Check the QR Code

On the device list, doublelick a device, the information and QR coalethe device will be
displayed.

Or you can click to select a device and cligiR Coddo pop up the QR code window of the
device.

You can also click and hold the Ctrl key to select multiple deyvées clickQR Coddo pop up

the QR code window of the #izes.In this way, you can add multiple devices at the same time
by scanning the QR code.
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Adding Mode:
@ IPiDomain IP Segment IP Server HIDDNS Batch Import
Nickname [_Intersedinn|
Address: 10.99.105.140
Port: 8800
User Name: admin
Password Seasss

Modify Cancel

2.3 Group Management

Purpose:

The devices addeshouldbe organized into groups f@ convenieninanagementYou can get the live
view, play back the record files, and do some other operations of the déwiceghthe group.

Before you start:

Devices need to be added to tleient software for group management.

Perform the following steps to enter the Grolyanagement interface:
1. Open the Device Management page.
2. Click theGrouptab to enter the Group Management interface.

£ Sever W Group

Resource 4 s Resources of Group Intersection
Search, P Import Modify 3¢ Delste Remote Config VCA Config Filter
= 7604 Nickname - [P Device Serial No
ErEnd Ty B 1P Camera1_intersection 10.99.105.140 DS-9616N-ST1620130301BBRRA0712..
Alarm Input IP Camera2_Intersection 10.99.105.140 DS-9616N-5T1620130301BBRRA0T12..
* ) 10.7.52684 IP Camera3_ntersection 10.99.105.140 DS-9616N-ST1620120301BBRRA07T12.
) il tast 1P Camerad_intersection 10.99.105.140 DS-9516N-ST1620130301BBRRA0712..
i)l 9022 A1_Intersection 10.99.105.140 DS-9616N-5T1620130301BBRR40712..
+ 188 A2_Intersection 10.99.105.140 DS-0616N-5T1620130301BBRR40712.
&) il 77 A3_Intersection 10.99.105.140 DS-9516N-5T1620130301BBRRA712..
_ Ad4_Intersection 10.99.105.140 DS-0516N-5T1620130301BBRR40712.
Encoding Channel A5_Intersection 10.99.105.140 DS-9616N-ST1620130301BBRRADT12...
Alarm Input AG_Intersection 10.99.105.140 DS-9616N-5T1620130301BBRRA0T12..
AT_Intersection 10.99.105.140 DS-0616N-5T1620130301BBRRA0TIZ...
AB_Intersection 10.99.105.140 DS-9516N-ST1620130301BBRRA0712..
A9_Intersection 10.99.105.140 DS-0516N-5T1620130301BBRR40T12.
A10_Intersection 10.99.105.140 DS-0616N-5T1620130301BBRR40712.
A11_intersection 10.99.105.140 DS-9516N-ST1620130301BBRRA0712..
A12_intersection 10.99.105.140 DS-0616N-5T1620130301BBRRA0712.
A13_intersection 10.99.105.140 DS-9516N-5T1620130301BBRR40T12..
A14_intersection 10.99.105.140 DS-0516N-5T1620130301BBRR40T12.

Adding the Group
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Seps:

1. Click = to open the Add Group dialog box

2. Inputagroup nameas you want.

3. dickOKto add thenew groupto the group list
You can also chedke checkboxCreate Group by Device Nante creae the new group by the
name of theselected device.

Add Group x

Group Name: [I ]

Create Group by Device Name

oK Cancel

Importing EncodingDevice to Group

Seps:
1. Clicklmport on Group Management interface, and then clitie EncodingChanneltab to open
the ImportEncoding Channglage.
Note: You can also seledlarm Inputtab and import the alarm inputs to group.
2. Slectthe thumbnailshamesof the cameradn the thumbnail/list view.
Select a group from the group list.
4. Clickimport to import the selecteccamerago the group.
You can also clidknport All to import all thecamerago a selected group.
Notes:

s You can also click the icc™” on the Import Encoding Channel page to add a new group.
Up to 64 cameras can be added to ayreup.

»m Encoding Channel | s Alarm Input

Select Device Al

Encoding Channel =) a Group

1075264

4 1 10.7.5264-Encoding Channel
1 testEncoding Channel
lmeot +/ ) 8022-Encoding Channel
Jmport Al + 3 66-Encoding Channel
4 1 77-Encoding Channel
- L Intersection-Encoding Channel
& P Camerad_intersection

@ P Camera2_Intersection

@ P Camera4_Intersection

The following buttons are available on the Import Encoding Channel page:
3== List View View thecamerain listview.
aul Thumbnail View View thecamerain thumbnailview,
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3 Refresh Refresh the latest information of adde@meras.

& Import Ceate a groupnamed as device nameEncoding Channe
(Alarm Input)and import the device to group.

Collapse/Expand Collapse/Expand thtnumbnailsof camera.

»
&«

Modifying the Groug Camera

Steps

1.
2.

Group Name:  [IPC1 ]

Select the groufcamerafrom the group list on the Import Encoding Channel page.

Move the mouseo the cameradgroup and dick [, or doubleclick the groupéameranameto
openModify Group/Cameraialog box

Edit the groupéamerainformation, including the group/camera namthe streamtype, etc.
Video Stream Select thestream for the camera as desired.

Protocol Type Select the transmission protocol for the camera.

Stream Media ServerConfigure to get stream of the camera via stream media sel@er.can
select and manage thavailable stream media server.

Copy toX: Copy the configured parameters to other camera(s).

Refresh Get a new captured picturer the live view of thecamera.

Note: Forvideo stream and protocol type, the new settings will take effafter you reopen the
live view of the camera.

ClickOKto savethe new settings

You can also doublélick the groupéameraname on the Group Management interface to open
the Modify Group/Camera dialog box.

Modify Camera

Name:

1P Cameral_Intersection|_]

Video Stream:

iy IPCamcra

Main Stream v

Protocol Type:

TCP v
Stream Media Server

gl svs

SMS Management

Copy Parameters:

Copyto.

Get New Picture:
Refresh

oK Cancel oK Cancel

RemovingCamerasfrom the Group

Seps:

1.
2.

Select thecamerafrom the group list on the Import Encoding Channel page.

Move the mouseo the cameraand dick * to remove thecamerafrom the group.

You can also edect the cameraon the Group Management interface, and then cli2klete to
remove thecamerafrom the group

Select the group from the group list on the port Encoding Channel pageove the mousdo
the group and lick * andyou can remove all theamerasfrom the group.
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Deleting the Group

Seps:

1. Select the group on the Group Managemarterface

2. ClickDelete Group or move the mouseo the group ancclick the icon # | the selected group
and the resource under will be deleted.

2.4 Basic Operations in Live View

Purpose:
For the surveillance task, you can view the live vidéahe addednetwork cameras and video

encoderson the Main View page And some basic operations are supported, includpigture
capturing,manualrecording, PTZ control, etc.

Before you start:

A camera group is required to be defined for live view.

Click then icon on the contropanel

or clickView->Main Viewto open theMain View page.

Search. P
I 1-screen U
[ 4-screen 1
Camera

Search P

+ ) HeatMap 02

- )
0
- ) Dome Linkage

PTZ Control ~

v oa v

+Q
« O|» + a -
+ e

Fresel | Paftem  Pafrol
01 Preset1 2
02 Preset2

03 Preset3

Main View Page
1 ViewList
2 Camera List
3 PTZ Control Panel
4 Display Windovof Live View
5 Live View Toolbar

Camera Status:
) The @mera is online and works properly.

a The amera is in live view.
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(g

&

The @amera is in recording status.
The @amera is offline.

Note: If event (e.g., motion detection) is detected for the camera, the camera icon will displii as

and the group icon will show a®.

Live View Toolbar:

Onthe Main View page, the following toolbar buttons are available:

=

BOl0 E

Save View
Save View as
Stop Live View
Mute/Audio On
Resume/Pause
Auto-switch

Show /Hide the Menu

Previous

Next

Window Division
Full Screen

Save the new settings for the current view
Save the current view as another new view.
Stop the live view of all cameras.
Turnoff/on the audio in live view

Qick to resume/pause the autewitchin live view.

Show/Hide theconfigurationmenu of auto-switch Click again tc
hide.

Go for live view of the previous page.

Go for live view of the next page.

Set the window division.

Display the live view in fuicreen mode. PredsSQo exit.

Rightclick on the display windown live viewto open the Live View Management Menu:

= Stop Live View

Capture

(=, Print Captured Picture

» Send Email

© startRecording

2 Open PTZ Control

&_ Open Digital Zoom

@ Switch to Instant Playback »

= Start Two-way Audio
&2 Enable Audio

w=| Camera Status

&) Remote Config

s VCAConfig

% Synchronization

2, Fisheye Expansion

& start Speed Dome Linkage

=, Full Screen

The following buttons are available on thght-clickLive View Management Menu:

¢ o E

b ©

Stop Live View

Capture
Print Captured Picture

Send mail

Start/Stop Recording
Open PTZ Control

Stop the live view in the display window.

Capturethe picturein the live viewprocess

Capture the current picturandthen printthe picture

Capture the currenpicture and thensend an Bail notification to
one or more receivers. The capturpitture can be attached
Start/Stop the manual recoidg. The record file is stored the PC.
Enable PTZ control funoti on the display window. Clickgain to
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Jo)

@ 5

kil
=

4k

Al
i

=)

GCN

e
to

Enable Autetracking

Open Digital dom
Switch to Instant
Playback
Start/Stop Two-way
Audio

Start/Stop IP Two-way
Audio

Enable/Disable Audio
Camera Status
Remote Config

VCA Config
Synchronization

Batch Time Sync

Fisheye Expansion

Start/Stop Speed
Dome linkage

Full Screen

disable the function.

Enable the autdracking function of thespeed dome Then the
speed dome will track the object appearing on the vid
automatically.Thisbutton is only available for the speed dome th
supportsthe auto-tracking function

Enable the digital zoom functioglick again to disable the function

Switch to instant playback mode.

Click to tart/stop the two-way audiowith the devicein live view.

Click to start/stop thewo-way audiowith the camera in live view
This button is only available for the camera that supports the
two-way audio function.

Click toenable/disablehe audio in live view.

Display the status of theamera in live view, including the recordir
status, signal status, connection number, etc.

Open the remote configuration page of the camera in live view.
Enter the VCA configuration interface of the device if it is \
device.

Sync the camera in live view with the PC running the client softwi
Set time synchronization for devices in batch.

Enter the fisheyeexpansion modeOnly available when the device i
fisheye camerakor details, please refer t8etion 2.4.7Live Viewn
FisheyeMode.

Click to start/stoplocating or tracking the target according to yot
demand. Only available when the device is fisheye camdrar
details, please refer t&ectiorn2.4.8Starting Speed Dome Linkage
Display the live view in full screen mode. Click the icon again to €

2.4.1 Starting and Stoppingthe Live View

Starting Live View forOneCamera

Seps:

1. Open the MairView page.

2. Optionally, clickhe iconin live view toolbarto select thewindow divisionmode for live view.
3. Clickand-drag the amerato the display window,

or doubleclick thecameranameafter selecting the display windote start the live view
Note: You can cliclanddrag the video of thecamerain live view to another display window if

needed.

Starting Live View forCameraGroup

Seps:
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1. Open theMainView page.
2. Clickand-drag the groupo the display window,
or double-click thegroupnameto start the live view
Note: The display window number is sealflaptive to the camera number of the group.

Starting Live View in Default View Mode

Purpose:
The video of the added cameras candisplayed in different view mode 4 frequenly-used default
view modes are selectable:3creen, 45creen, SScreen and 1&creen.
Seps:
1. Open theMain View page.
2. Click the icon* ' to expand the default view list
3. Click to slect the default viewmode and he video of the added cameras will be displayed
sequence in the selected view
Note: Click , and you can save the default view as a custom view.
Move the mouse to the view and the following icons are avaitable
Start Instant Playback  Sart the instant playbaclof the view
v Start Auto-switch Start switching automatically of the view. For details,
please refer tdSectior2.4.2Auto-switchin Live View

Starting LiveView in CustonView Mode

Purpose:

Theview modecan also be customizddr the video live view.

Seps:

1. Open theMain View page.

2. Click the icon to expand the custom view lislf there is custom view available, you can click
to start live view of the custom view.

3. Click  tocreate a hew view.
Input the view name and cligkdd. The new view is of-8creenmodeby default.

5. Optionally, Gick the iconin live view toolbarand select the screen layout mode for the new
view.

6. Clickand-drag the amerdgroup to the display window,
or doubleclick the ameragroup name in custom view mode to start the live view.

7. Click the icon to savethe new view. You can also click to save the view as another
custom view.

Move the mouse to the custom view and the following icons are available
Edit View Name Edit the name of the custom view.

b 4 Delete View Delete thecustom view.
Start Instant Playback  Sart the instant playbaclof the view

Stopping the Live View

Steps:
1. Select the display window.
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